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Class Function Notes Standard(s)
Symmetric AES Ciphers are implemented | FIPS-197
Ciphers DES with ECB interfaces FIPS 46-2
3DES only. Wrappers are FIPS 46-3
SEED required to achieve TTAS.KO-12.0004/R1 (SEED
CAMELLIA chaining modes RFC 3713 (Camellia)
CAST5 RFC 2144 (CAST5)
SNOW 3G UEA2 TS 35.201 V7.0.0 (2007-06)
CBC Basic Chaining Modes
CFB
OFB
CTR
XTS XTS (XEX) modes IEEE 1619
Key Wrap NIST Key Wrap NIST — November 2001
RFC 3394
CMAC NIST CMAC SP-800-38B
XCBC XCBC MAC 1 Key FFC 3566
Support 1 and 3 key
mode
CCM Encryption and SP-800-38C
GCM authentication mode SP-800-38D
One-Way MD5 Hash algorithms provide | RFC 1321
Hash SHA-1 hash only FIPS-180-3
Functions  SHA-224
SHA-256
SHA-384
SHA-512
SNOW 3G UIA2 TS 35.201 V7.0.0 (2007-06)
HMAC Hash based MAC FIPS-198
RNG/PRNG | System PRNG
(/dev/urandom)
ARC4 ARC4 can also be used SSL

as a cipher
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[Order || Functionality
Code
[ ESS-01- |[ AES cipher
AES only (all
modes)

] ESS-01 | All ciphers |
and hashes
listed above

Hardware Abstraction Layer (HAL)
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